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2.1 T Dasgupta Added “Before you start” section and FileZilla version recommendation 4/20/2017

3.0 T Dasgupta Movement from FTPS to SFTP and change in naming convention 1/8/2019
Overview

This document is to communicate the general data submission process by health and dental carriers to the Regulatory

Health Link Division (RHLD) of Arkansas Insurance Department (AID). There are multiple ways you may be required to
submit data to Arkansas Insurance Department. This is the default file naming convention and data submission process
unless detailed otherwise in separate file specification documents or other communications.

AID’s secure FTP site would receive the data. Carriers will not be able to see any files they submit or files submitted by
other carriers.

This document does not describe any data formatting details required on the data submissions.

Intended Audience

This document is intended for technical staff familiar with some of the basics of transmitting data using data transmission
tools such as FileZilla. If after reading through this document completely, the technical staff still needs help, he or she may
contact AID’s Information Help Desk at 501-371-2657 or email insurance.information.systems@arkansas.gov

Before you start

It is common for organizations to implement restrictive out-bound data transfer policies and/or network configurations due
to security, privacy or confidentiality concerns. Restrictive network configurations include (but not limited to) firewall port
restrictions and/or use of only one type of protocol (for example, use of only ftps encryption protocol as opposed to the
sftp as expected in this document). Also, your organization may have a policy of authorizing only one group to send data
files outside your organization. Please find out if such policies have been implemented in your organization (usually an
organization’s network security personnel can answer this question for you). If restrictions exist, you may need to share
this document and the files to be transferred to the group authorized to transfer files on your behalf, or seek alternative
processes authorized in your organization.

File Naming Convention
1. Name the file appropriately using the following File Naming Convention unless specified otherwise in some
other AID document (This naming convention only applies if naming convention was not specified
elsewhere by AID)
a. GRNL_<NAIC Company Code>_<Date of submission in YYYYMMDD format>_any short descriptive
name by carrier>
b. For example a HEDIS data submission for Plan Year 2014 by Arkansas BlueCross BlueShield on July 15,
2015 in csv format may be “GRNL_83470_20150715_2014 HEDIS Data.csv”

SFTP

This document has been tested using the open source FTP tool called FileZilla on the Windows platform. AID has tested
with FileZilla Version 3.39 and if the data submitter chooses to use FileZilla, AID recommends using a version that is not
older than Version 3.39. The data submitter is not restricted from using any other tool with similar features or using native
scripting. FileZilla client can be downloaded and installed for free from https://filezilla-project.org/. The usage and
expected behavior of FileZilla while successfully transmitting a file to Arkansas Insurance Department is shown in
Appendix 1.
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Implementation details using SFTP

AID’s Regulatory Health Link Division is phasing out the FTPS protocol specified in earlier years and adopting SFTP in its
place. The required parameters for the SFTP protocol are the following:

1. Submit the file to AID’s FTP Server using the following details:
a. Host Address: rhldsftp.insurance.arkansas.gov

Port: 22

Protocol: SFTP

Userid:healthplancarrier

Password:healthplancarrier

®oo0o

If you use a tool like FileZilla, expect to see the “Unknown host key” message as shown in below when logging in the first
time.

File Edit View Transfer Server Bookmarks Help

gZ-EFTE ok L ITac s

Host: | sftpe//rhidsftp.insul| Username: | healthplancarrier Pas,s,word;|..............| Port:| | Quickconnect | =

Status: Connecting to rhldsftpinsurance.arkansas.gov..

Unknown host key X

B Theserver's host key is unknown. You have no guarantee that the serveris
! the computer you think it is.

Details
Host: rhldsftp.insurance.arkansas.gov:22
Hostkey algorithm: ssh-rsa 4096
Local site Fingerprints: SHAZ256: EwQWqtHLBy THjuele2vBhbxd GPCVhVASYGAUuqCTaoll=

MD3: 35:a7:c1:5d: c:68:48:3a:64:5b:eB: 5%:3c:ac: 5f:8a

Trust this host and carry on connecting?
[ Always trust this host, add this key to the cache

0K Cancel

frm]

TEF o [CETTOV T CO Ty

== 5 (HIED Share)

el

Filename Filesize Filetype Last modified

2. Send an email to RHLD.DataOversight@Arkansas.gov with the subject line being “DATA SUBMITTED ON
SECURE FTP SERVER” with a very brief description (or names) of the files sent. This step would help AID
determine if there was a failure in FTP transmission in case the carrier did not catch the error messages.
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Appendix 1

FileZilla is the tool AID has used as an example in this document. The steps and observed behavior in a successful data
transmittal is provided below.

Figure 1: Enter host address, userid and password after invoking FileZilla

H riezins
File Edit View Transfer Server Bookmarks Help

: SOV Fass
Host: [ amceargrasagov] Usenames [ afipancars_| Passwork [seesemeesceses bors[2
ot [ance \ — J pessuoc| | b kcommect |+
Enter "rhidsftp.insurance.arkansas.gov"
for host Enter 22 for port

Local site: | C:\planbak\TestData\, L || Rermote site:
TestData ~

Program Files

-[| Program Files (x26) J

ProgramData Same Username and Password as shown

|| Recovery

Support

SWTOOLS v
Filename Filesize Filetype Last modified Filename Filesize Filetype
|| RHLDTesting_TD13262 RATEE.D20170507T000037.P xml 30,425 XML Document  5/2/2017 7:28:00 AM

Figure 2: Expected behavior after clicking “Quickconnect” if connecting for the first time

File Edit View Transfer Server Bookmarks Help

TrEORO L Faos

1] ,|

Host: sftp,".."rhldsftplnsul Username: healthplancarrler Password: |nn"""""| Port: | | | Quickconnect ||z|

Status: Connecting to rhidsftp.insurance.arkansas.gov...

Unknown host key X

The server's host key is unknown. You have no guarantee that the server is
the computer you think it is.

Details
Host: rhldsftp.insurance.arkansas.govi22
Hostkey algorithm: ssh-rsa 4096
Local site| Fingerprints: SHAZ56: EwQWatHLBy7THjuele2vBhbxd GPCVhVASYGAugCTanll=

MD3: 35:a7:c1:5d: c0:68:48:3a:64:5b:e8:59:3c:ac: 5f:8a

Trust this host and carry on connecting?
[ Always trust this host, add this key to the cache

ok | Cancel
G (ECITOV OOV Ty
[]-m= 5 (HIED Share)
Filename Filesize Filetype Last modified
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Figure 3: Expected behavior after clicking “Quickconnect” if key has been cached in earlier connections —OR-
clicking “OK” on the earlier screen.

sty

File Edit View Transfer Server Bookmarks Help

TIEEIoRO R LITAS

healthpl < kansas.gov - FileZilla -

b | ) o | e[| [t [+
Status: Listing directory /.
Status: Directory listing of */* successful
Status: Connecting to rhldsftp.insurance.arkansas.gov...
Status: Connected to shldsftp.insurance.arkansas.gov
Status: Starting upload of C:\planbak\TestData\RHLDTesting TD13262 RATEE.D20170507T000037.P xml
Status: File transfer successful, transferred 30,425 bytes in 1 second
Status: Retrieving directory listing of "/"...
Status: Listing directary /.
Status: Directory listing of */" successful
Local site: | C:\planbakTestData\, ~ | Remote site: | /.
TestData ~ /
Program Files
Program Files (<26)
ProgramData
Recovery
Support
: SWTOOLS v
Filename Filesize  Filetype Last modiified Filename Filesize Filetype Last modified Permissions  Gwner/Gro
RHLDTesting_TD13262 RATEE.D20170507T000037.P.xml 30,425 XML Document  5/8/2017 7:28:00 AM
| RHLDTesting_TD22732.RATEE, D20170506T160726.Paxml 116,082 XML Document  5/8/2017 10:35:38 Empty directory listing
RHLDTesting_TD37903 RATEE.D20170507T075154.P.xml 19,295 XML Document  5/7/2017 8:2%:42 AM
= RHLDTesting_TD33135 RATEE, D20170506T160154.Pxml 30619 XMLDocument  5/8/201710:35:38
RHLDTesting_ TDB0073 RATEE. D20170506T161841.P XML 3919 XML Document  5/8/2017 206:16 PM
RHLDTesting_TD61273 RATEE.D20170508T092336.P.xml 2,184 XML Document  5/8/2017 8:23:40 AM
=] RHLDTesting_TD62141 RATEE, D20170506T 160243, Paxml 22064 XMLDocument  5/3/20178:36:12 AM
RHLDTesting_TD65817 RATEE.D20170506T160942.P.xml 103,039 XML Document  5/8/2017 10:35:40
=] RHLDTesting_TD70525 RATEE, D20170507T08574.P xml 109,192 XMLDocument  5/7/2017 &:3%:16 AM
RHLDTesting_TD75293 RATEE.D20170507T033747.Pxml 137,189 XML Document  5/8/2017 7:25:54 AM
RHLDTesting_TD81392 RATEE.D20170506T160706.P.xml 68,580 XML Document  5/8/2017 10:35:42
=] RHLDTesting_TD89365 RATEE, D20170507T(43155.P.XML 40,979 XMLDocument  5/9/2017 7:47.26 AM
RHLDTesting_TD99685.RATEE.D20170506T162605.P.xml 17,584 XML Document  5/8/2017 2:29:30 AM
Selected 1 file. Total size: 30,425 bytes Empty directory.
Server/Local file Direction Remote file Size Priority  Status

lQueludﬁles | Failed transfers | Successful transfers (1) |

D @ Queue empty

Figure 4: Action needed to transmit a data file

P ke - FileZilla -
File Edit View Transfer Server Bookmarks Help

RO vITFAee

e J— ] pucrt | ] pore [ [heamneat |7

Status: Connecting to rhidsftp.insurance.arkansas.gov. . . . . . “ ”
Smus  Comectdto sy : ht click on fil b mitted and click load
gotus - Comedtesto g nsuenceaonsas gos Right click on file to be transmitted and click “Uploa
Status: Listing directory /.

Status: Directory listing of "/* successful

Remote site: | /

<

Local site: | C:\planbak\TestData\ /

TestData ~ 7
Program Files
Program Files (x26)
ProgramData
Recovery
Support
SWTOOLS v

Filename Filesize Filetype Lest modified Filename Filesize Filetype Last modified Permissions  Owner/Gro

RHLDTesting_TD22732.RATEE.D20170506T160726.P xml 116022 | § Upload Empty directory listing

RHLDTesting_TD37903,RATEE.D20170507T075154.Pxeml 19205  4F Addfilesto queue

RHLDTesting_TD53135,RATEE,D20170506T160154.Pml 0619 -

RHLDTesting_TD60079.RATEE.D20170506T161841.P XML 3919

RHLDTesting_TD51273 RATEE.D201 705087092336 P xml 2184 3D

RHLDTesting_TD62141, RATEE.D201 705067160243 P xml 22,064 Create directory

RHLDTesting_TD65817.RATEE.D20170506T160942.Pxeml 103,039 Creste directory and enter t
] RHLDTesting_TD70525,RATEE.D20170507T085744. aeml 109,192 cetresh

RHLDTesting_TD75293, RATEE,D20170507T033747 P ml 137,169

RHLDTesting_TD81392.RATEE.D20170506T 160706.P xml 68,580 Delete

RHLDTesting_TDB9365. RATEE. D201 705071043155 P XML 40379 R

=] RHLDTesting_TD99685.RATEE. D20170506T162605.P xml
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= s kansas.gov - FileZilla
File Edit View Tiensfer Sever Bookmarks Help

Figure 5: Expected behavior after the file has been uploaded

HZ-EFTEIckRO XV IFAass

Host: | | userame: | | | gor:[ ] [ guickconnect |+

Status: Listing directory /.

Status:  Directory listing of */* successful

Status: Connecting to rhidsftp.insurance.arkansas.gov...

Status: Connected to rhidsftp.insurance.arkansas. gov

Status: Starting upload of Ci\planbak!\ TestData\RHLDTesting_TD13262.RATEE.D20170507T000037.P xeml You will not be able to see the file uploaded
Status: File transfer successful, transferred 30,425 bytes in 1 second This is by design and not an error. The Status
Status: Retrieving directory listing of "/"... messages will tell you if the file has been
Status:  Listing directory /. transmitied.

Status: Directory listing of "/" successful

Remote site: | /

Local site: | Ci\planbak!\ TestData\

i TestData
Program Files
Program Files (26)
ProgramData
Recovery
Support
SWTOOLS

/

Filename Filesize Filetype Last modified

RHLDTesting_TD13262.RATEE.D20170507T000037.P.xmi 30,425 XMLDocument 5/8/20177:28:00 AM
RHLDTesting_TD22732 RATEE.D20170506T160726.P.xml 116,082 XML Document  5/8/2017 10:35:38
RHLDTesting_TD37903 RATEE.D20170507T075154.P.xml 19,205 XMLDocument  5/7/2017 8:28:42 AM
RHLDTesting_TD53135 RATEE.D20170506T160154.Paxml 30619 XMLDocument  5/8/201710:35:38
RHLDTesting_TD60079 RATEE.D20170506T161841.P.XML 3919 XML Document  5/8/2017 2:06:16 PM
RHLDTesting_TD51273 RATEE.D20170508T092336.P.xml 2,184 XML Document  5/8/2017 8:23:40 AM
RHLDTesting_TD62141 RATEE.D20170506T160243.Paxml 22064 XMLDocument  5/8/2017 8:36:12 AM
RHLDTesting_TD65317.RATEE.D20170506T160942.P.xml 103,039 XMLDocument  5/3/2017 10:35:40
RHLDTesting_TD70525 RATEE.D20170507T085744,Paxml 109,192 XMLDocument  5/7/2017 &:3%:16 AM
RHLDTesting_TD75293 RATEE. D20170507T033747.P.xml 137189 XMLDocument  5/8/2017 7:25:54 AM
RHLDTesting_TD81392.RATEE.D20170506T160706.P.xml 68,589 XML Document  5/8/2017 10:35:42
RHLDTesting_TDB9365 RATEE.D20170507T043155.P.XML 40978 XML Document  5/9/2017 7:47:26 AM
RHLDTesting_TD99685 RATEE. D20170506T162605.P.xmi 17,584 XML Document  5/8/20179:28:30 AM

Selected 1 file. Total size: 30,425 bytes

Fnenany Filesize Filetype Last modiified

Empty directory listing

Empty directory.

Permissions  Owner/Gro

Server/Local file Direction Remote file

Size Priority  Status

[Quemmles lFalIadllansfels lSu((mulilansiel;U)
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Appendix II

Obsolete Protocol Process
Submission of data to RHLD using FTPS is being phased

out and would be unavailable in the future. This

information is provided in case of transitional difficulty by any carrier in implementing SFTP. When using the FTPS

protocol the following were the parameters required:

a. Host Address: webftp.insurance.arkansas.gov
b. Port: 1200

c. Protocol: FTP

d. Encryption: Explicit FTP over TLS

e. Mode: Passive

f. Userid:healthplancarrier

g. Password:healthplancarrier

AID used self-signed SSL certificates for this FTPS site. If you use a tool like FileZilla, expect to see the “Unknown

certificate” message as shown below.

Unknown certificate

|0l

The server's certificate is unknown. Please carefully examine the certificate
to make sure the server can be trusted,

Details
Valid from: 3/25/2015 7:00:00 PM
Valid to: 3/25/2017 £:53:59 PM

00:83:b&:4 c:d5:91:5f:0c:76:3e:d7:46:4 d: ae: b0: d6: e

RSA with 4096 bits

RSA-SHA2SE
98:c1:36:7e:87:6fd clal c:db:fB:d2: dbiec:34:13:
84:c1:86:e0:37:76:ch: 7 e:76:2a:22:37:8f 9 c:d a4 2

el dicd:b2:b8:0f:2d:73:f4:75:b3:cf:3a:f2:96:02:0f:01: d8:5d

Serial number:

Public key algorithm:
Signature algorithm:
Fingerprint (5HA-256):

Fingerprint (5HA-1):

Subject of certificate
Commen name:  webftp.insurance.arkansas.gov

Organization: Arkansas Insurance Departrment

Unit: 15
Haosted by Arkansas Department of Information Systems
EliteSSL

Country: us

State or province: AR

Locality: Little Rock

Postal code: 72201

Other: street=1200 West Third

Alternative names: webftp.insurance.arkansas.gov

www.webftp.insurance.arkansas.gov

Session details

Haost: webftp.insurance.arkansas.govi1200
Protocok TL51.0

Key exchange: R5A

Cipher: AES-256-CBC

MAC: SHAL

Trust this certificate and carry on connecting?

Always trust certificate in future sessions.

(=)

Certificate issuer
Commeon name:  COMODO RSA Organization Validation Secure Server CA

Organization: COMODO CA Limited

Country: GB
State or province: Greater Manchester
Locality: Salford
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